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Acceptable use of computer facilities, email and the internet
The Company has published guidance on the acceptable use by staff of Woodlands Extra’s computing facilities. The guidance is intended to support the use of IT/Computing facilities by staff in their work, and to protect both individual members of staff and their work, and the Company, its systems and its resources. This document summarises the guidance.

General
· You may make reasonable personal use of computing facilities provided by the Company. This personal use should not interfere with the performance of your duties or cause any damage or difficulty to computers or to networks, or any difficulty or distress to others.
· You must use computing facilities in a reasonable manner. You must not install inappropriate software and you must not reconfigure any machine you have access to against the advice of the appropriate authorised member of staff. If in doubt you should seek the advice of the appropriate authorised member of staff.
· You may not make substantial use of the Company’s IT facilities for private financial gain or for commercial purposes outside the scope of official duties or functions without specific authorisation to do so.

 Internet usage (including e-mail, the Web, chat rooms)
· You may make reasonable use of the Web for other than strictly work purposes provided it does not adversely affect your work and the work of others and has a minimal effect on the Company’s resources.
· You may make reasonable use of Company facilities for personal e-mails, provided that this does not have more than a minimal impact on resources and does not adversely affect your work or the work of others.
· If an e-mail message is personal, you may wish to make this clear by using the word ‘personal’ in the subject line.
· When you send e-mail, you should remember the following:
i. An e-mail message is legally equivalent to a letter. E-mail messages can be defamatory and can form contracts. For these reasons it is important to take the same care composing e-mail messages as letters.
ii. E-mail messages, like other documents, can be disclosed to the person they are about under the Data Protection Act and in the event of legal proceedings.
iii. Messages may be seen by system managers and other IT support staff, just as postcards may be seen by postal workers. Moreover, the Company cannot guarantee that communications will not be accessed illicitly.



Security and protection of information
The main points to be aware of in the context of computer use are:

· You should guard confidential material and personal information by the proper use of passwords and other security measures.
· Not all computer systems are suitable for the storage of confidential information. You can get advice on this from the appropriate authorised member of staff.
· You can protect highly sensitive material through the use of encryption. 
· You must not disclose passwords or other access codes to other persons.
· You must comply with the Data Protection Act, which requires that the Company keeps personal information secure.
· When working with confidential information, you must take care not to leave it inappropriately on screen. You should not leave your computer logged on when unattended, unless it is in a secure location.
· You should observe the same standards of confidentiality for electronically held or generated information as for information held on paper.

If you have a concern about the inadequate protection of data, you should inform line manager so that any necessary steps can be taken to safeguard the data.
All members of staff have an obligation to protect data and systems by following up-to-date recommendations to avoid damage from viruses and other malicious programs. .
Misuse of computing facilities
As stated above, the Company permits reasonable personal as well as professional use of computing facilities. You should be careful not to misuse these facilities, for instance by:
· Hacking — attempting to access systems or information within or outside the Company without authority, or encouraging others to do so.
· Deliberately accessing from the Internet material which is counter either to legislation, Company rules or policies (e.g. equal opportunities) or to commonly accepted standards, or is likely to be offensive to reasonable people. Members of staff may access this kind of material only for bona fide academic purposes. However, accidental access to such sites can take place; if you are concerned that such accidental access has taken place you may wish to report your concerns to an appropriate person.
· E-mail communications which constitute bullying or harassment, as defined in the Company’s Code of Conduct Policy.

Investigation of misuse and interception
The Company needs procedures in order to be able to investigate any suspected misuse of computing facilities. Investigators may need to inspect any files held on any of the Company's computing systems. These procedures will be applied infrequently and in a strictly controlled manner. Where inspection is deemed to be necessary, the Chairman shall give permission for such access. If there is a need to access files, the individual member of staff will normally be asked for his/her consent. However, in certain circumstances, exceptionally it may be necessary to obtain access without consent,

i. if urgent access is critically required for operational purposes but the member of staff is absent and cannot be contacted,
ii. if there is prima facie evidence that a member of staff may be misusing facilities to an extent which would be considered serious or gross misconduct or if there is a need to initiate an investigation and there is a serious possibility that evidence might be destroyed.
The procedures set out above will be used only where there is an urgent operational need and the member of staff cannot be contacted or where there is prima facie reason to believe that misuse may have occurred. The privacy of individuals will be respected in other situations, and that privacy will be protected especially in connection with the areas defined in the Introduction. In the case of e-mail, normally subject headings only will be scanned, and the content of the messages will be read only where (in connection with item (i)) it is established that the message is one sent or received as part of the individual's duties as a member of staff or (ii) a prima facie case of misuse has already been established. While strict application of this principle cannot be guaranteed for arbitrary files (i.e., computer files other than e-mail) it will be used as a guide.
As part of normal procedures, computers linked to networks may be scanned automatically for vulnerability and the Chairman may authorise the routine monitoring of Internet access generally, including e-mail traffic volume (but not content).
Misuse and disciplinary action
The Chairman will decide in the light of the outcome of an investigation of possible misuse of computing facilities whether disciplinary action is appropriate, and if it is judged appropriate, instigate necessary action in accordance with the relevant disciplinary procedures concerned.
Safe Internet Use by children
Woodlands Extra recognises that the internet is a useful resource for both staff and children, for purposes of research, homework and entertainment. However, it must be used with care to ensure that children are kept safe from exposure to harmful material, in accordance with the EYFS safeguarding and welfare requirements and the Prevent Duty. 
Parental permission 
Children will only be allowed to access the internet at the Club if their parent or carer has given written permission. Guidelines for children. A printed copy of the SMART guidelines is kept next to the computer. The guidelines are explained to any children wishing to access the internet:[bookmark: _Hlk113353270][bookmark: _Hlk113353271][bookmark: _Hlk113353272][bookmark: _Hlk113353273][bookmark: _Hlk113353274][bookmark: _Hlk113353275][bookmark: _Hlk113353276][bookmark: _Hlk113353277][bookmark: _Hlk113353278][bookmark: _Hlk113353279][bookmark: _Hlk113353280][bookmark: _Hlk113353281][bookmark: _Hlk113353282][bookmark: _Hlk113353283] Safe: Keep safe by not giving out personal information – such as name, email, phone number, address, or school name – to people who you don’t trust online. 
 Meeting: Never agree to meet anyone you have only met online unless your parent or carer is with you. 
 Accepting: Do not accept emails or instant messages, or open files, images or texts from people you don’t know. They can contain viruses or nasty messages. 
 Reliable: Not all the information found on the Internet is reliable and people you meet online won’t always be telling the truth. 
 Tell: Tell a member of staff or your parents if someone or something you encounter online makes you feel uncomfortable.










Protecting children 
We have put in place the following safeguards to keep children safe whilst accessing the internet on the Club’s computers: 
 Parental controls have been activated on all computers accessible to children: 
Google SafeSearch Filtering is turned on and YouTube Restricted Mode is set to on.
 The computers are located so that the screens can easily be seen from the rest of the room. 
 Staff keep a close eye on children and the sites that they are accessing when they use the internet. 
 The computers have an up to date virus checker and firewall installed. 
 The computers’ browser histories are regularly checked to monitor which sites are being accessed. 
All staff and children are informed of this fact. If, despite the safeguards the Club has put in place, a child encounters harmful material on the internet, or receives inappropriate messages, or experiences online bullying, whilst using the Club’s computers, the manager will be informed and the incident will be noted on an Incident Record in the child’s file. The child’s parent will be asked to sign the Incident Record. The manager will investigate how to prevent a reoccurrence of the incident. If staff at the Club become aware that a child is deliberately attempting to access sites containing sexual, extremist or otherwise inappropriate material, or has been shown such material by a third party, they will complete a Logging a concern form and refer the matter to the Club’s designated Child Protection Officer in accordance with our Safeguarding Children Policy.
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